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1
Sumary on the progress of FS_ENTRADE
The FS_ENTRADE work consists of twp parts: detection of application traffic, and verification of UE reported information. 

In Rel-16, the ENTRADE study item has been triggered to resolve the problem above. Now it has been discussed in SA2 for meetings of two quarters, so far the solutions in TS 23.787 can be put into three catogories:

1. UE assisted Control-plane based solution

Upon the specific application data appears, UE will report the application id and corresponding filter information for network to detect the following traffic. There needs a coordination between 3rd party and UE and to realize it, some new functionalities like ETRF (Enrypted Traffic Reporting), ETDF (Enrypted Traffic Detection), ETD are introduced.
2. UE assisted User-plance based solution

Upon the specific application data appears, UE will add a indication, e.g. Token/AppKey, into the first user plane packet(s) when TLS handshake is initiated. The indication could be possibily added in a part of the packet e.g. in SDAP header.
To realize the transmission and verification of application related indication, an ETDF (Encrtpted Traffic Detection Function) may be embedded in UE and 3rd party function are introduced. And the 3rd party function will provide Appliaction id list to be detected and Token related material to network and UE. The UE may derive the Token based on the Token related material and added in the user-plane packet for network to detect.
3. Network based solution
The 3rd party will inform the mobile network application id and the corresponding characteristics of the encrypted traffic flow including IP-Tuple, SNI, etc. and then the network will install filter accordingly to perform the encrypted traffic detection.
Each solution in FS_ENTRADE has been described clearly with given impact to existing architecture. 
2
Discussion 

Observation-1: The FS_ENTRADE work consists of twp parts: detection of application traffic, and verification of UE reported information. 

Unfortuanately, in the past meetings for the ENTRADE study, it consumed too much time in security issue, i.e. how to verify the indication (e.g. token) reported from UE. Actually how to verify the UE performs a correct application reporting as network indicated is a more generic security issue. It means even for existing URSP rules, we also do not touch the security aspect that how to guarantee the UE associate certain application’s traffic to correct PDU session. So, SA2 should only focus in application detection work and verification will be left to SA3 if needed.

Consideration-1: split the detection and verification work in SA2 FS_ENTRADE and only focus on detection of application traffic belonging to SA2 scope and verification work will be left to SA3 if needed. Therefore, the full name of FS_ENTRADE should be  “Encrypted Traffic Detectin”.

Observation-2: Solutions can be put into 3 categories as below bullets, and some of them are overlapped. Each catergory of solutions has it own pros and cons.
· UE assisted Control-plane based solution

· UE assisted User-plance based solution

· Network based solution
Consideration-2: For a more efficient online discussion, it is proposed to try to merge solutions especially those ones belonging to the same category.  The evaluation and conclusion can be made per catergory.
Observation-3: In UE based solution, the traffic detection related policy/rules sent to UE are actually similar to existing UE policy. If it can be realized by extending existing UE policy, incl. policy content, policy transport, policy management, it will be much easier to conclude the study while with the impact as little as possible.

Consideration-3: try to reuse existing mechanism of UE policy (e.g. URSP rule) incl. policy content, transport, management to avoid impact as much as possible.

Observation-4: From SA2 point of view, the new parameter like Application token is not be necessarily needed because it is for security issue. Actually, if the application reporting related parameter is added in 3GPP layer e.g. SDAP, the security risk can be reduced a lot. 
If a simpler parameter or existing parameter, e.g. application identifier, can be used for application reporting by UE, it will be much easier for UE based conclusion and also helps tp avoid feedback from other WGs.
Consideration-4: try to find a simpler or existing parameter for application traffic reporting by UE.

As the solution needs to be more or less merged or updated and also more time need for conclusion, Q1 can be used to update and conclude the FS_ENTRADE TR 23.787, and Q2 will be used to finish the normative work.
Way forward
It is proposed to conclude FS_ENTRADE with a scope as below in Q1 2019 and do the normative work which can be determined in SA2 scope will be finished in Q2 2019, with the following consideration
Consideration-1: split the detection and verification work of FS_ENTRADE and only focus in SA2 on detection of application traffic and leave the work on verification for SA3, if needed. 

Consideration-2: For a more efficient online discussion, i.e. for conducting the work with the estimated TUs, it is proposed to try to merge solutions especially those ones belonging to the same category.  The evaluation and conclusion can then be made per catergory.

Consideration-3: try to reuse existing mechanism of UE policy (e.g. URSP rule) incl. policy content, transport, management to avoid impact as much as possible.

Consideration-4: try to find a simple or existing parameter for application traffic reporting by UE.

The tine planning is as follow:

1 TU for each meeting in Q1 and Q2, 2019, specifically,

SA2#130: 1 TU for updating and concluding TR 23.787;

SA2#131: 1TU for concluding TR 23.787, or if concluded during SA2#130, initial normative work with proposing a WID  and draft CRs;

SA2#132 & 133: 1 TU for normative work for each meeting.
